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 You may have read the NABOR newsletter article published in April of this year titled 
“What You Should Know and Do to Prevent Unsuspecting Buyers and Sellers from being Duped 
by Fraudsters” available here: https://tinyurl.com/yaa23szx. You may have also learned about 
the Business Email Compromise (BEC) Scam from the Florida Association of Realtors, or more 
recently from the FBI at NABOR’s Safety Summit. 
 

The BEC scam, also referred to as the man-in-the-middle scam, is where a hacker 
infiltrates a user’s email account and intervenes when it is time to send or receive large sums of 
money. This article is intended to drive home the point that wire fraud is real and you MUST be 
aware of and take measures to actively protect yourself and your customers from becoming 
victims, because your email can be, and likely already has been, hacked!  
 
 Real estate agents’ liability is often based not on what they do, but rather what they fail 
to do. Or, to put it in legal terms, what a reasonable real estate agent with similar knowledge and 
experience could have or should have done. Most agents are simply not using the level of 
security they should use as a professional. If you use email to communicate with your customers 
and other parties to a real estate transaction, especially Gmail, Hotmail or AOL, then keep 
reading because you are a prime target of the BEC scam.  

 
Below are some recent local incidents, advice from local experts, and best practices to 

immediately implement. The key takeaway is that nobody is immune from attack, and if you are 
an active real estate agent who does not send or receive wire instructions, you can still be liable 
when a fraud occurs. Read the two brief scenarios below, learn how to keep yourself out of 
trouble, and your customers from losing their money. 
 
 The FBI is actively tracking incidents of wire fraud via the BEC scam across the nation, 
and the numbers are alarming. In April 2017, I reported that as of June 2016 there had been a 
total reported 22,143 domestic and international victims with combined losses exceeding $3 
billion dollars. However, the FBI recently reported that between June 2016 and December 2016 
alone, there were more than 3,044 additional domestic victims, with total losses now exceeding 
$5 billion dollars, with the average reported loss of $113,719. 
 

Also, since April 2017, there have been two recent fraudulent attempts that affected two 
real estate transactions in Naples. The first attempt was identified during a phone conversation 
with the buyer and the real estate agent about a week before closing, with $400,000 at risk. 
Brenda Fioretti, past NABOR president and Broker-Associate at Berkshire Hathaway, 
explained the following situation to me: The Buyer called the Broker’s File Closer asking why 
they were sent two sets of wire instructions, and stated that they had already initiated the 
wire to the account listed on the first set of wire instructions. However, the File Closer 
immediately became alarmed because she knew she hadn’t yet worked up final numbers and 
sent wire instructions to the Buyer. The File Closer advised the Buyer to immediately get to 
their bank to recall the wire. Thankfully, the Buyer’s bank was able to stop the wire within an 
hour.   
 

The Broker’s office was also able to identify how the hacker intervened. After the Buyer 
got home from the bank, they forwarded the “hacked” emails, enabling the broker’s office to 
quickly verify where in the email chain the problem occurred. The Buyer’s real estate agent’s free 



web-based email address had forwarded the Buyer fraudulent wire instructions. The email 
message contained a couple red flags. For instance, it was written with all lowercase letters and 
had many grammatical errors, which is common when a foreign language is translated into 
English. 
 

The second attempt involved a Buyer who was selling their home in New Jersey and 
using the proceeds to buy a Naples property, with more than $200,000 at risk. Here, the Buyer’s 
agent’s Gmail account was hacked, enabling the hacker to communicate with the New Jersey 
closing agent. The fraudster emailed the New Jersey agent with wiring instructions appearing to 
have come from the Naples closing agent’s office. The email appeared legitimate, so the New 
Jersey agent wired all of the seller's proceeds to the account.  Fortunately, the FBI was able to 
retrieve the funds, but the ordeal delayed the closing for 6 weeks. 
 

These are only two instances of the thousands of attempts to redirect funds during the 
pendency of a real estate transaction. Agents must have secure email accounts, warn buyers and 
sellers not to wire funds without direct confirmation, and watch for fraudulent emails. Closing 
agents are already on high alert, but as you know from the scenario above, it can happen to even 
the most informed persons. Which is why it is so important for you to take active measures to 
protect yourself and your customers, now. For a comprehensive list of tips and best practices, 
read the article linked to above, but read below for some things to consider right now. 
 
 Jeff Jones, managing broker at Coldwell Banker’s Park Shore office, and NABOR 
president elect for 2018, provides some additional insight from his experiences with the BEC 
scam. Jeff says, “it is not a question of if your email account will be hacked, but rather when it 
will be hacked.” Once your email account is hacked, the hacker will monitor your conversations 
for weeks or months, without you even knowing it, waiting for a transaction valuable enough to 
intervene. Jeff further advises that if you are using a GMAIL, HOTMAIL, or AOL email account 
for your Real Estate communications, STOP immediately and migrate your emails to a safer 
place. For instance, use your Brokerage email account which usually employs many safeguards 
to prevent/discourage hackers; or acquire a URL branded for your business, and implement a 
secure email platform (such as GoDaddy, Mindspring, etc) to reduce your exposure to hackers. 
 

The BEC scam affects real estate agents, attorneys, title companies, and not to mention 
the lifeblood of our businesses, buyers and sellers. To safeguard our integrity, our livelihoods, 
and the public’s perception of our industry, we are all charged with taking proactive measures to 
prevent fraud and to educate the public of how they can avoid becoming a victim. In my opinion, 
anyone not doing these things is doing themselves and their customers a disservice.   


